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Madam Chair, Senator Rockefdler and Members of the Subcommittee:

Thank you for the opportunity to speak with you today on aviation security and the progress we
have made snce the 1996 Federd Aviaion Administration reauthorization legidation in
enhancing security of our aviation system. Today | would like to discuss severd important
security initiatives, including our recent rulemaking effort on the training, performance, and
retention of airline security screeners a airports. As directed by legidation passed by this
Committee in 1996, the Federd Aviaion Adminigtration (FAA) is conducting a rulemaking that
would require screening companies to be certified by the FAA. | would like to start by
describing this rulemaking and how we expect the training, performance, and retention of airport
screeners to improve as aresult, and then comment briefly on some of the other eements of our

Security program.

Let me first emphasize that the threat to our Nation's aviation community has not diminished. It
remains a dangerous world. Governments, airlines, and airports must work cooperétively to
achieve our common god: safe and secure air transportation worldwide. The number of
incidents worldwide of unlawful interference with civil aviation (primarily hijacking and sabotage)

have decreased over thelast 20 years, while the number of flights, enplanements and



passenger-miles flown have increased. As graphicaly demonsrated by the two most recent

hijackings, this decrease does not minimize the gravity of these crimes.

The terrorist threat to U.S. civil aviation is higher aoroad than it iswithin the United States. The
terrorigt attacks againgt U.S. embassesin Kenya and Tanzaniaremind us of the globd nature of
terrorism and the need for everyone to work together to oppose it anywherein the world. The
relationship between Osama bin Laden, who was behind these terrorigt attacks, and Ramzi

Y ousef, who was convicted of bombing the World Trade Center in New Y ork and attempting
to place bombs on adozen U.S. air carrier flightsin the Asa-Pecific region in 1995, exemplifies
the continuing tangible threet to civil aviation. Only the wholehearted cooperation of our
aviaion partners thwarted those attacks in the Pacific. Moreover, members of foreign terrorist
groups and representatives from state ponsors of terrorism are present in the United States.
There is evidence that afew foreign terrorist groups have well-established capability and

infrastructures here.

Terrorism isacrime, but the threet to civil aviaion is not restricted solely to those motivated by
political concerns. We must dso prevent other crimind acts, regardless of motivation, to ensure
safe and secure air trangportation. Given this security threat, Snce the early 1970'sthe FAA
has required the screening of passengers and property carried aboard an aircraft in order to
ensure that no unlawful or dangerous weapons, explosives, or other destructive substances are

carried aboard. More recently, in response to the White House Commission on Aviation Safety



and Security and to direction and guidance from this Committee in the Federd Aviation
Reauthorization Act of 1996, the FAA developed a proposa to improve screening efforts,

which we published in early January. | would like to briefly describe its devel opment and

purpose.

On March 17, 1997, the FAA published an Advance Notice of Proposed Rulemaking
(ANPRM), to certify screening companies and improve the training and testing of security
screeners through the development of uniform performance sandards. On the basis of the
comments received aswell asinterna ddiberations, the FAA determined that the critical
element in screener cartification is having ardiable and consgstent way to measure actud
screening performance. After evaluation and consultation, we decided to add more specific
screening improvements to the proposed rule based on the use of new technology called threeat
image projection (TIP) systems. Consequently, in May 1998, we withdrew the ANPRM in

order to focus our rulemaking efforts on TIP systems.

A TIP sysem dectronicdly inserts images of possible threats (e.g., agun, knife, explosive
device) on x-ray and explosives detection system monitors asif they were within abag being
screened. Its purpose isto provide training, keep screeners alert, and measure screener
performance. High scoresin detecting TIP images equate to a high probability of detecting
actua bombs. Not only can TIP data be potentially used to assess screener performance over

time, the results can dso be used to andyze any correlation between performance, experience,



and compensation.

FAA fidd agents performed specid evauations using test objectsin coordination with TIP data
gathering to seeif the data corrdlated. We conducted these preliminary tests of the prototype
TIP x-ray systems and analyzed data from the fal of 1998 to January 1999, whereupon we
concluded that TIP was potentidly an effective and reliable means to measure screener
performance. We will continue to seek comment and closaly monitor TIP's capabilitiesin an
operaiond environment, making necessary adjustments as we gain more experience with this

technology.

Our determination of TIP sreliability enabled usto move forward on the rule. On January 5,
2000, FAA issued aNotice of Proposed Rulemaking (NPRM) which requires the certification
of al screening companies, specifies training requirements for screeners, sets standards for
screening passengers and cargo, and establishes requirements for the use of screening
equipment. The NPRM would require screening companies to adopt FAA-approved security
programs and would require carriersto ingtdl TIP systems on dl their X-ray and explosive
detection systems. We held a public listening session on the proposed rule at FAA
headquarters on March 10, one in San Francisco earlier thisweek and one in Fort Worth this

morning. All public comments are due by May 4™.

Our proposed rule dso requires that al screening companies adopt and implement FAA-



gpproved screening security programs that include procedures for performing screening
functions, including operating equipment; screener testing andards and test adminigtration
requirement; threat image projection standards, operating requirements, and data collection
methods, and performance standards. 1n addition, al screening personnd would have to pass
computerized knowledge-based and X-ray interpretation tests before and after their on-the-job
training and at the conclusion of their recurrent training. These tests would be monitored by air
carrier personnel in accordance with the air carriers security programs. We hopeto issue a

Finad Rule on certification of screening companiesin May 2001.

The 1996 Reauthorization Act dso directed the FAA to conduct a study and report back to
Congress on the possibility of transferring certain air carrier security responsbilitiesto elther
airport operators or to the Federal Government, or to provide for shared responsibilities. We
completed the study and submitted it to Congress in December 1998, after extensve research,
taking into account the results of severd commissions, studies and working groups, and
concluded that there is a consensus in the aviation community to retain the current system of
shared responsibilities for security. We found that, while there is significant support for more
Federd Government involvement and funding, thereisllittle support for the Government’s
assuming dl air carrier responghbilities. The existing partnership, where the Government sets

goas and works with the indusiry to see that those gods are met, is universally supported.

Our study aso concluded that the current system achieves an appropriate balance of



respongbilities. While carriers should not have to bear dl the costs of security, they should
bear a substantid portion of the personnel costs to provide security screening and the
operationa costs of using the advanced security equipment that the Federd Government
provides. At the sametime, the Federd Government should continue to control the quality
of aviation security and security screening by setting higher, but redigticaly achievable,

standards for screener selection, training, and performance.

Screeners are acritical link in the performance chain. Whileit is difficult to verify a correlaion
between better pay and better performance, we can dl agree that properly trained and qudified
people who are on the job longer tend to perform better. Government sets performance, not
design, sandards. The government can indirectly influence private sector pay through higher
performance sandards that require more training, and more investment in individuals who do it

widl.

To help improve screener performance at the checkpoint, data collection and evauation of
automated screener assst x-rays---SAX---for carry-on bags was conducted last year as part
of the Nationa Safe Skies Alliance (NSSA). NSSA's cregtion in 1997 led to the establishment
of anationd test bed at McGhee Tyson Airport in Knoxville, Tennessee for operationa
evauation and testing of newly devel oped technologies emphasizing checkpoint screening. The
NSSA isaconsortium of organizationsincluding Oak Ridge National Laboratory, the

Metropolitan Knoxville Airport Authority, the Minnegpolis-&. Paul Metropolitan Airports



Commisson, the University of Tennessee, Embry-Riddle Aeronauticad University, the
Tennessee Air Nationd Guard, the Honeywel Corporation, and a number of other private
companies and public bodies. Their work includes the development of the best configurations
and drategies to integrate security equipment into the airport environment in the most effective
way. In addition, other aviation security research and development projects will dso be

conducted at this test bed.

Although most security personnel are hardworking and conscientious, there is adways room for
improvement in the performance of airline screening respongibilities for both checked baggage
and at the checkpoint. Screeners can dways be better trained and motivated. Thereisaso
room for improvement by FAA personnel to provide clearer, more easly understood guidance
on the proper use of equipment. Working together, | expect that improvementsin these areas

will be achieved.

For good and effective performance, screeners must be given the best tools available to do the
job, and must be trained to use them properly. Foremost among these tools are explosives
detection systems (EDS). The Aviation Security Improvement Act of 1990 required that FAA
certify EDS based on tests designed to validate their ability to detect, without human
intervention, the amounts and types of explosves likdly to be used by terrorists to cause
catastrophic damage to commercid aircraft. Certification sandards were published in 1993.

We believe the performance criteria are tough, but appropriate.



EDS ingdlation and utilization remain among our greatest concerns. Deployed EDS must be
factory tested, shipped, ingtalled, and tested on Site. The level of cooperation and ease of
obtaining the appropriate permits varies from city to city, and from airport to airport. Operators

must be trained and certified before the system becomes operationd.

It can take anywhere from three weeks to two months to make an EDS operational depending
upon its location in an arport, the experience of arport personnd, the complexity of the
ingalation, the training levels of screeners, and other variables noted in each Ste survey. In
addition, some airports smply have no room for an EDS. Less complicated ingtalations, not
requiring complex reconfigurations of baggage processes, mgor renovation or new congtruction
were donefirst. We have now completed nearly dl of these ingtdlations and have started work
on the more complex, and often more expensive ingdlations, some of which may take two or

more years to complete,

Regarding utilization, the Department of Trangportation Inspector Generd (DOT 1G) reports
that over 55 percent of the EDS in use are screening fewer than 225 bags per day, and that
some machines are screening fewer than 100 bags per day. During 1999, the average number
of salectee bags scanned ranged from 1635 to 1927 bags per week per machine, or an average
of 234-275 sdlectee bags screened per day per machine. The range of averagesis due

primarily to normd traffic changes throughout the year and the fact that additional machines have



been brought on line during each quarter for which data was collected. EDS screened more

than 5.45 million bags during 1999.

We do not believe these numbers indicate under -utilization of equipment. Rather than focusing
on the number of bags screened by each machine, the more pertinent inquiry iswhat per cent of
selectee bags are being screened? The answer to that question is 100% wherever EDS are
deployed. This perspectiveis consstent with the focused gpproach to security FAA has
adopted, an approach that was subsequently endorsed by the White House Commission on

Aviation Safety and Security.

FAA security procedures are intended to concentrate on a smaler ssgment of passengers, using
parameters devel oped within the counterterrorism community and reviewed by the Department
of Justice (DOJ). DOJfound that the Computer-Asssted Passenger Prescreening System
(CAPPS) used to identify selectees is nondiscriminatory; does not violate the Fourth
Amendment prohibition against unreasonable searches and saizures; and does not involve any
invason of passengers persond privacy. To further ensure that the CAPPS program is carried
out in a non-discriminatory manner, we have proposed in our NPRM that airline and contractor
security personnd receive civil rights and customer rdationstraining. Further more, DOT, with
the assstance of the Department of Justice, will be conducting a study in the next year to ensure
that members of minarity groups are not disproportionately affected in an unlawful manner in the

SEcurity screening process.



CAPPS dlows us to focus on a manageable population of passengers. Until we have the
technology to screen al checked bags with EDS without causing intolerable delays in processing
departing passengers, we must continue to focus intelligently on a smdler segment of the bags.
In the meantime, we will continue to relocate equipment and foster sharing among carriersto
ensure the mogt effective use of al deployed security equipment. To reach the god of 100%
checked baggage screening by EDS, we are continuing R& D dong two paths, both of which
will be required to address the diverse configurations of U.S. arports. First, we must develop
effective EDS that afford sgnificantly higher throughput (the rate that bags are moved through
the equipment) at a cost comparable to that of existing systems, and, second, we must o
develop alower cost EDS with lower throughput for use a smdler stations where the volume of

bagsis lower.

As part of our overdl program of redidtic testing of aviation security measures, access control
testing has also increased. About 5,000 access control tests have been conducted since March
1999 when the DOT |G provided their initid findings. Thefind report was released on
November 18, 1999. FAA generdly agrees with the find report and is aggressvely responding
to the DOT IG' s specific recommendations. We are working with airport operators and air
carriers to implement and strengthen existing controls to eliminate access control weaknesses.
We are requiring airport operators and air carriers to develop and implement comprehensive

training programs to teach employeestheair rolein arport security, the importance of their



participation, how their performance will be evaluated, and what action will be taken if they fail
to perform. We are requiring airport operators and air carriers to develop and implement
programs that foster and reward compliance with access control requirements, and discourage
and penaize noncompliance. We will continue to work with the DOT 1G on these important

iSsues.

A particularly intensve round of access control tests started on February 7, 2000, and will
continue a some frequency indefinitely. At one point, 1,500 tests were conducted in only two
weeks. |n the tests we conducted last spring, access control measures stopped 96% of our
attempts to penetrate aircraft. Data from the current effort, which was unannounced to industry,
shows some improvement. We expect the level of performance to be maintained. Whereitis
not, we will move quickly to require the airport or air carrier to post guards as necessary to

secure the aircraft or doors, an expensive, redundant measure.

The revison of the basic Federal Aviation Regulations for airport and air carrier security under
Part 107 and Part 108 that is currently ongoing will include strengthening access controls. For
example, individuas will now be more accountable for displaying proper identification and
chdlenging unauthorized personsin restricted areas of the arport. The revison will o permit
enforcement action againgt anyone who enters secured areas without authorization. Previoudy,
enforcement action was taken againg the company and not theindividua. The rulemaking

would make both the individua and the company accountable. The find rule should be



published later this yesar.

Another area of increasing importanceisar cargo. Cargo screening isimproving steadily. The
cargo security standards for dl passenger air carriers and indirect air carriers (ar freight
forwarders) have been strengthened by narrowing the definition of known shipper and focusing
security resources on unknown shippers. In September 1999, changesto U.S and foreign air
carrier security programs, and indirect air carrier security programs became effective. In
addition, onboard couriers are now required to declare themsalves to the air carrier, thus

assuring that their bags will be treated as cargo and properly processed.

We have approved cargo security programs for gpproximately 200 U.Sair carriers, 200 foreign
ar carriersand 3000 indirect air carriers. In FY 99, we conducted 1802 comprehensive
assessments of air carriers, 1580 comprehensive assessments of indirect ar carriers, and 1369
ingpections of dangerous goods shippers. We continue to conduct cargo security tests of air
carriers using agents to pose as unknown cargo shippers offering packages. Thesetests

indicate substartia industry compliance.

Internationdly, FAA assesses the effectiveness of security measures both at foreign arports
served by U.S. carriers and dso at airports that are alast point of departure by foreign air
cariersfor service into the United States. Currently the Foreign Airport Assessment Program

covers 240 arportsin over 100 countries. Since 1995, the FAA has cumulatively conducted



approximately 550 foreign airport assessments. The annua number of assessments fluctuates as
ar carier sarvice changes. Our focusis on the need for governments to have the ingtitutiond
ability to sustain security measures and we continue to work with airports and countries with
persstent security deficiencies. In addition, we continuoudy conduct inspections of U.S. and
foreign air carriers at foreign airports with direct service to the United States to ensure
compliance with approved security programs. These ingpections are more frequent at foreign
arports assessed to have ahigher overall terrorist threat. During the last four years, we
conducted 1,888 foreign and U.S. air carrier station ingpections at foreign locations for an

average of 472 inspections a year.

Findly, I would like to mention the Federd Air Marshds (FAM’s) who protect the traveling
public, passengers, and flight crewson U.S. air carrier flights worldwide. Since 1985, the FAM
program has provided specidly trained, armed teams of civil aviation security specidigs for
deployment worldwide on anti-hijacking missons. The thrust of the program is 99%

deterrence, amed at disrupting and confusing the planning and will of criminds and terrorids,
and 1% response, to be able to assess, meet, and defeat any threat aboard an aircraft. All
FAM’s are volunteer FAA employees. They undergo sophisticated and redligtic initid and
recurrent training. We bdlieve that one of the reasons there has not been a hijacking of aU.S.
ar carier isthe deterrent vaue of the FAM program. Terrorists considering a hijacking must
take the possible presence of FAM’sinto account. We want the traveling public to know that

we can beon any U.S. air carrier anywherein the world a any time. The passenger Sitting next



to you on any flight could be a Federa Air Marshd.

Madam Chair, that concludes my prepared statement. Thank you for the opportunity to testify.

| would be happy to answver any questions a thistime.



